
Straits Interactive Cautions Corporate Users: “Your Data May Already Be Training 
Someone Else’s AI” 

Following Figma Controversy, Companies Urged to Rethink Use of Free, Freemium or 
Embedded AI Tools 

SINGAPORE, 26 November 2025 — After global reports emerged regarding Figma’s alleged 
use of users’ design files to train its AI features - leading to a class-action lawsuit in the United 
States - Straits Interactive, a leader in data and AI governance, has issued a stark warning to 
corporate users: Many employees may be unintentionally exposing confidential business 
information to external AI models through free tools, plugins, and embedded AI assistants. The 
organisation emphasises that the growing wave of AI-integrated apps used in workplaces 
poses significant risks to privacy, intellectual property, and regulatory compliance - risks many 
companies still underestimate. 

The Figma Incident: What Corporate Users Should Understand 

Recent allegations against Figma claim that millions of user-created designs - including 
corporate prototypes, product roadmaps, UI/UX layouts, and protected IP - were ingested to 
develop AI features without sufficiently explicit user consent. Users argued that this process 
violated their expectations of privacy, confidentiality, and control, sparking a class-action suit 
and widespread industry concern.  

While Figma has disputed elements of the claims, the incident highlights a critical governance 
issue: When corporate staff use tools with AI “add-on” features, the data they input may be 
repurposed to train models, even if they assume otherwise. This problem is amplified by vague 
privacy-policy language like: 

● “Your data may be used to improve our services”
● “We may use user content to train our models”
● “We collect and process usage data for product enhancement”

For companies handling sensitive information - financials, client data, trade secrets, prototypes - 
such clauses present major legal and operational risks. 

Not Just a Figma Problem: A Widespread Governance Gap 

Said Kevin Shepherdson, CEO of Straits Interactive and co-author of The AI Factory: An AI 
Capability Guide for SMEs*, “Many corporate users assume their data remains private simply 
because they’re using a trustworthy brand or because the AI feature appears as a ‘free add-on’. 
That assumption is dangerous. The reality is this: If your employees are using free AI tools or 



 

apps that have new untested AI features, your confidential data may already be training 
someone else’s model.” 

He added, “This is not a technical glitch - it is a governance oversight. Organisations must stop 
treating AI tools like ordinary software. Every AI interaction is a data-sharing event with potential 
long-term consequences.” 

Where Corporate Risks Come From 
Straits Interactive identifies several common failure points when companies allow staff to use 
free or unvetted AI apps: 

1. Invisible Data Flows 
AI features in design tools, office suites, messaging apps, and browsers may log or store 
user inputs for model improvement. 

2. Misleading “Free” Tools 
Free AI assistants often rely on data monetisation—meaning user content becomes 
training material. 

3. Unapproved Use of Confidential Material 
Employees paste sensitive data (contracts, financials, client details) into tools not 
sanctioned for corporate use. 

4. Ambiguous Privacy Terms 
Policies often hide training rights behind broad terms like “service improvement.” 

5. Lack of IT and Legal Oversight 
AI tools bypass traditional software procurement controls. 
These failures expose organisations to breaches, loss of trade secrets, regulatory 
penalties, or reputational harm. 

What Developers Must Do: Transparency, Consent, and Data Boundaries 
Straits Interactive emphasises that AI providers must adopt clearer user disclosures, prevent 
dark patterns, and offer enterprise settings with strict data isolation. Opt-in mechanisms, not 
buried clauses, should govern whether user data may be used for training. But the organisation 
stresses that corporate users cannot rely solely on vendors. They must take active steps to 
protect their data. 

Corporate Users Must Act: Governance, Controls, and Staff Education 
Straits Interactive urges companies to immediately: 

● Adopt formal AI usage policies 
● Prohibit the use of free or unapproved AI tools for corporate work 
● Assess each AI tool’s data-handling practices, especially for training 
● Disable or turn off any AI training data sharing features available in the software settings 

to prevent unintended exposure 
● Educate staff on both benefits and risks of generative AI 



 

● Implement enterprise-grade, contractually governed AI tools with clear data boundaries 
● Follow AI governance frameworks such as ISO 42001, ISO 5338, and Singapore’s 

Model AI Governance Framework 
 

The organisation warns that without staff awareness, even the most robust policies will fail.  To 
support organisations, Straits Interactive, together with their training partners in the region,  
continues to offer industry-recognised courses in: 

● Responsible AI Governance 
● Generative AI Apps Design & Prompt Engineering 
● AI Governance Professional Certification (by IAPP) 

 

AI Is No Longer Just a Technical Issue — It’s a Corporate Leadership Issue 

According to Harish Pillay, Adviser, Gen AI and AI Governance at Straits Interactive: 
"Companies must recognise that every prompt, every upload, and every autocomplete 
suggestion is a data-sharing event with long-term consequences. AI is no longer just a technical 
issue; it is a leadership imperative. The Figma incident highlights the critical need for clear 
policies, ongoing staff education, and enterprise controls to prevent inadvertent leakage of IP 
and sensitive data. As AI agents, plugins, and workflows become further embedded across 
workplace tools, these risks will only increase." 

– END – 

*The organisation’s upcoming book, The AI Factory: An AI Capability Guide for SMEs, will be released in 
January 2026, co-authored by Kevin Shepherdson, Celine Chew and Joaquin "Prof Jay" Gonzalez III. 

About Straits Interactive Pte Ltd 

Straits Interactive delivers sustainable data governance solutions and AI capabilities that help 
organisations create trust in today's data-driven world. As trusted advisors to SMEs, MNCs, and 
data protection authorities in the region, we provide comprehensive competency, consulting, 
and capability roadmaps in data protection and governance. We partner with top universities in 
the region and international certification bodies to offer advanced diplomas, degrees, and 
certification courses. Today, we offer our own line of software, digital content, and more than 40 
courses covering data protection, data governance, and Generative AI.  

Recently, our Capabara Capability-as-a-Service platform, through which we deliver AI enhanced 
training, AI apps and hands-on advisory, won Meta’s inaugural Llama Incubator Programme in 
Singapore. In 2023, ten years after its founding, Straits Interactive was honoured as one of the 
top ten "Outstanding and Promising Startups'' at the inaugural Action Community for 
Entrepreneurship (ACE) Startup Awards, an unprecedented national accolade celebrating 



 

exceptional startups in Singapore. For more information, visit  
https://www.straitsinteractive.com/ 

 
For Media Enquiries 
 
Straits Interactive Pte Ltd   Clearstory International 
Angela Schooling    Anna Scola 
Marketing & Communications Director Head of Public Relations 
Telephone: +65 9822 2625   Telephone: +353 (0) 1 961 0048 
Email: angela@straitsinteractive.com Email: anna@clearstoryinternational.com   
 
 
  

https://www.straitsinteractive.com/
mailto:angela@straitsinteractive.com%09
mailto:angela@straitsinteractive.com%09
mailto:anna@clearstoryinternational.com


 

APPENDICES 

A Practical Checklist for Corporate Users 

Before using any AI-powered tool, corporate users should ask: 

● Data Input & Privacy 
○ Does the provider use my data to “improve” or “train” models? 
○ Is my content stored, logged, or shared with third parties? 
○ Does the provider offer a “no-training” or “enterprise isolation” mode? 

● Approval & Governance 
○ Has IT, Legal, or Data Protection approved this tool? 
○ Is it covered under a corporate contract with data-protection clauses? 

● Risk Level of the Data 
○ Am I pasting confidential, personal, financial, or client data? 
○ Would disclosure of this content harm the business? 

● Vendor Transparency 
○ Is the privacy policy clear and unambiguous? 
○ Does the provider specify retention periods and deletion rights? 

● AI Capability Understanding 
○ Is this tool using external AI models (OpenAI, Google, Anthropic, etc.)? 
○ Do I understand where the data actually goes? 

If any answer raises doubt, users should stop and seek guidance from internal IT or compliance 
teams. 
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