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Data Protection Excellence Centre’s Research Reveals a Majority of Al Applications Fall
Short of GDPR and Al Transparency Standards

Study Highlights Privacy Concerns in Popular Generative Al Desktop Apps

Singapore, 24 August, 2023 - With the consumer world waking up and jumping on the
bandwagon of Generative Al, new research by the Data Protection Excellence Centre, the
research arm of Straits Interactive, has unveiled significant privacy concerns in Generative Al
desktop applications, particularly among start-ups and individual developers. The study,
covering 113 popular apps, underscores the potential risks to which users might unwittingly
expose their data.

Selection Criteria and Classification

Conducted from May to July this year, the study focused on apps primarily from North
America (48%) and the European Union (20%). Selection criteria included recommendations,
reviews, and advertisements. The apps were categorized as:

e Core Apps: Industry leaders in the Generative Al sector.

e Clone Apps: Typically startups or individual developers/developer teams, created
using Core Apps' APIs (Application Programming Interfaces).

e Combination Apps: Existing applications that have incorporated generative Al
functionalities.

Privacy Policy Gaps

A notable 12% of the apps, predominantly startups and individual developers, lacked a
published privacy policy. Of those with published privacy policies, 69% identified a legal
basis (such as consent and contract performance) for processing personally identifiable
information (PII). Only half of the apps meant for children considered age restrictions and
aligned with child privacy standards such as the Children’s Online Privacy Protection Act
(COPPA) in the United States and/or the General Data Protection Regulation (GDPR) in the
European Union (EU).

Though 63% cited the GDPR, only 32% were apparently within the GDPR’s purview. The
majority, which are globally accessible, alluded to the GDPR without understanding when it
applies outside the EU. Of those where GDPR seemed to be relevant, a mere 48% were
compliant, with some overlooking the GDPR’s international data transfer requirements.



In terms of data retention, where users often share proprietary or personal data, 35% of the
apps did not specify retention durations in their privacy policies as required by the GDPR or
other laws.

Al Transparency Findings

Transparency regarding the use of Al in these apps was limited. Fewer than 10%
transparently disclosed Al use or model sources. Out of the 113 apps, 64% remained
ambiguous about their Al models, and only one clarified if Al influences user data decisions.

Apart from renowned players like OpenAl, Stability Al, and Hugging Face that disclose the
existence of their Al models, the remainder primarily relied on established Al APls, such as
those from OpenAl, or integrated multiple models.

Excessive Data Processing

The study shows a tendency among apps to collect excessive user Pll, often exceeding their
primary utility. With 56% using a subscription model and 31% veering towards relying on
advertising revenue, user Pll becomes invaluable. The range of collected data — from specific
birth dates, interaction-based inferences, and IP addresses to online and social media
identifiers — suggests potential ad-targeting objectives.

Kevin Shepherdson, CEO of Straits Interactive, commented, "This study highlights the
pressing need for clarity and regulatory compliance in the Generative Al app sphere. As
organisations and users increasingly embrace Al, their corporate and personal data could be
jeopardized by apps, many originating from startups or developers unfamiliar with privacy
mandates.”

Lyn Boxall, a legal privacy specialist at Lyn Boxall LLC and a member of the research team,
noted, "It's significant that 63% of the apps reference the GDPR without understanding its
extraterritorial implications. Many developers seem to lean on automated privacy notice
generators rather than actually understanding their app's regulatory alignment. With the EU
Al Act on the horizon, the urgency for developers to prioritize Al transparency and conform
to both current and emerging data protection norms cannot be overstated."

Using Gen Al tools ethically

While there is an urgent regulatory need to look at managing the new technology,
companies and individuals can do their part to keep pace with the rapid developments in
the Gen Al space by taking an active role in their own education, training and upskilling. In
response to these findings, Straits Interactive's DPEX Centre developed the first of its kind
Certified Al Business Professional course to help business professionals learn how to use
such tools responsibly and ethically, and at the same time add value to their respective
organisations.

More information about the DPEX Network and its community can be found at
www.dpextnetwork.org


https://www.dpexnetwork.org/courses/certified-ai-business-professional
https://www.dpexnetwork.org/courses/certified-ai-business-professional
http://www.dpextnetwork.org/

About Straits Interactive

Straits Interactive delivers sustainable data governance solutions that help organisations
create trust in today’s data-driven world. As trusted advisors to SMEs, MNCs and data
protection authorities in the region, we provide comprehensive competency, consulting and
capability roadmaps in data protection and governance. We partner top universities in the
region and international certification bodies to provide advanced diplomas, degrees and
certification courses. Today, we offer our own line of software, digital content and more
than

40 courses covering data protection, data governance and Generative Al.

Our hands-on advisory services, combined with our software-as-a-service solutions, help
reduce risk and create value from data to help businesses achieve their digitalisation and
innovation objectives. In 2023, ten years after it was founded, Straits Interactive was
honoured as one of the top ten “Outstanding and Promising Startups” at the inaugural
Action Community for Entrepreneurship (ACE) Startup Awards, an unprecedented national
accolade celebrating exceptional start-ups in Singapore.
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